Impact 100 Greater Indianapolis
Credit Card Processing and Handling Security Policy

Policy Statement

Impact 100 Greater Indianapolis must take all appropriate measures to protect credit card numbers used to make payments to Impact 100.

Rationale

Every business that accepts credit and debit card payments is required to comply with the Payment Card Industry Data Security Standards (PCI-DSS). Additionally, Impact 100’s reputation would be seriously damaged by the exposure of credit or debit card numbers. To comply with the PCI-DSS, members who work directly with credit card processing and documentation are required to review and sign this policy on an annual basis.

Applicability of the Policy

This policy applies to all Impact 100 members who have access to credit or debit card numbers accepted for payments to Impact 100.

Definitions

Card holder data – The full magnetic stripe of the card or the entire card number plus any of the following: cardholder name, expiration date, service code.

PCI-DSS – The Payment Card Industry Data Security Standard was adopted to assure the protection of customer data and credit card numbers.

PCI environment – includes computers and network hardware configured to meet the PCI standards for electronic submission, processing or storage of cardholder data.

Procedures

Access to Customer Credit Card Data

-Access is authorized only for Impact 100 personnel who are responsible for processing or facilitating credit card transactions.

-Only authorized Impact 100 personnel may process credit card transactions or have access to

documentation related to credit card transactions.

-A copy of this policy must be read and signed by authorized personnel annually. 

-Signed policies will be maintained by the Secretary.

Transmission of Credit Card Information

-Insecure (unencrypted) transmission of cardholder data is prohibited. Credit card numbers and cardholder data may not be emailed, faxed, or sent via any electronic messaging technologies such as instant messaging or chat.

Telephone Payments

-When recording credit card information for processing via a dial-up terminal, only cardholder name, account number, expiration date, zip code, and street address may be recorded. It is not permissible to record and store the three-digit security code (CVV2).

-Store transaction documentation and merchant receipt in a secure (locked) area.

Card Present Transactions (Point of Sale)

-Picture ID is required if the card is not signed.

-Provide receipt to customer.

-Store transaction documentation and merchant receipt in a secure (locked) area.
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Receipt of Credit Card Information in Email

-Under no circumstances will credit card numbers received in email be processed.

-The recipient of the credit card number will respond to the sender with a standard template advising that the transaction cannot be processed and offering an acceptable method for transmitting card information. Credit card numbers will be deleted from the response.

Retention and Destruction of Cardholder Data

-Cardholder data should be retained in a secure location only as long as is necessary for business purposes

-Cardholder data will be destroyed when no longer needed. Paper will be cross-cut shredded. Electronic files will be destroyed in a manner appropriate to the media on which they are stored.

Contacts

Questions related to the daily operational interpretation of this policy should be directed to:

Impact 100 Greater Indianapolis

Attention: Treasurer

info@impact100indy.org
P. O. Box 40531
Indianapolis, IN 46240

Effective Dates

Approved by Impact 100 Greater Indianapolis Board  on 3/18/2013
I have read the above procedures and agree to abide by them.

Name _______________________________________________ Date____________

Signature ______________________________________________________________

Template Response* for Credit Card Number Received in Email

Thank you for your recent communication regarding payment for item or event . For your protection, we cannot accept credit card information via email. Email is an insecure means of transmitting information and you should never use it to send your credit card number or other sensitive personal information (passwords, Social Security Number, etc.). Please call our office at phone number during regular business hours to complete the transaction or visit website if available. Thank you.

*Delete the cardholder data from your response and delete the original message after replying.
